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1 BRI RMIA

BRI R IR 2 H AR PP B4 (DUT) 1% TCP M4 118 BRI (1 g
Jo KB, B MINAEIR, session KRR, %I session (1 B AE ) MR, %4
ff) TCP Jf K fik Iy kv -

R, AEX DUT 34T T A A, Jdilaf 2 0 5%
SB,—: CHEAYR” , R R R IR K2

“OUEATR” IR TR: fEgSr TCPIEHIT get Bl e M 5, &EH:— AR
ff, HEBPAL T —RMESCH]. (LI G tha AT %5230 DUT (1 TCP Jf A fig
77, ARRIXFE R IRAT A GO E DUT 7RI F b — B OR % TCP iEH)

S|, Ay, 95 DUT IEE I TCP JF A

LYY MINRIAR R AR R BUN TR, AT BCRIA BRI IR A
H, RIGTEPTA G b — v d, —10F.
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2 MAIAIE
SRR N RTIR b 1 B 4 s

192.168.20.10-20 192.168.20.1 . 192.168.10.1 192.168.10.10
oo, Port2 ﬁ— port3, Portd —

32,36 Avalanchez700 3z.37Avalanchez700
32,39 MetsreenFW

Client Side Server Side

W28 it AR
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3 BT AR

7E Avalanche Commander HFT & I H o T AR AE & ThrestEx 19K, AT AAE %
# “Add ThreatEx profiles to New Project” .

& New Project... - Step 1 of 1 ﬂ

Select name and location for your new project.

Enter a name For the project and the location of a directory where it should be
stared. The directory will be created if it does not already exist,

Project Mame |TCP_upen

Direckory: |E:'analanche'l,SDD'l,TCP_open Browse |

[~ Add ThreatEx Profiles bo Mew Project. g

= Biark Mexk = Finish Cancel

Bk — AN, VERAE Step 3 INFBEERE Device MR, Step 4 #ik$¢ Advance.

#» New Test... - Step 3 of 4 ﬂ

Select the general category of test you wish to create.

- Application -- &valanche emulates clients anly,

{+ Device -- Avalanche emulates both clients and servers.;

" Worksuite -- Avalanche iterates over other test bypes,

*&%@

Client / Topology Emulation Senrer { Topology Emulation

A Device Test iz designed to run through one or more network, devices, &walanche emulates both the
cliznts and the servers in the test, while the device under best sits in the middle,

< Back Mext = Finish Cancel
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4 “HEAF” B TCP I RKILE
4.1 #3L Action
£ Client>Actions , Z7B “Actions_ 17 , 24

“1 get http://192.168.10.10/index.html”

_/ C"EI'I'IXSewer\Q Cantert Files\ﬁ P-.In:ntes\{ Run\Q Results
L]a* Actions ", F'rn:nFiIes\Q Netwark\ﬁ SUhnets\Q Pnrts\‘f\ Associations

Select an Actions List ko Edit: I.ﬁ.ctil:uns_l 2*‘@ | | El | % |

actions
3 BT RS . U, SR SR |
‘HI

1 1
et http: AA192 16810, 10,4 ndex  html

i N )

4.2 ¥in% P Profiles
7t Client>Profiles F, E£H:, G “User 17 ML E . 1E&EI<H “Persostence” ik

T, A REIA R Fin M H .
[ Client ™, Server\Q Conkent Files\Q Nutes\ﬁ Run\Q Resulks

Loads . Actions | Profiles I"-.Ietwcurk\( Subnets\ﬁ PDrts\Q Associations
Select a User Profile to Edit: ILI_ser_'l * ij | | 'El | %l |
g Preload Yalues From ILIser Defined Browser j
= . .
o Maximum Connections Per Server |2
a5
E Inlimited Maximum Connections Per Simlser [+
=
T Maximum Connections Per SimUser |65535
E Maximum Requests Per Connection
=
& | HTTP Protocol Level
=
N
g HTTE Fipelining W&, Keguests |2
>\ IUser-Agent Header
Ln
ﬁ Werify Conkent MDS Header
o
.| Additional HTTP Headsrs
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4.3 ¥INZE ¥ Subnet,
7 Client->Subnet N8I i I 4% kit “subnet_0000” , I3 & M k.

_/ Cligrit SErver\Q Cantent Files\q Notesm Results
f Loads\i F\ctions\i PrDFiles\Q Network)'r Subnets F‘Urts\i Assaciations
Show Subnet Profiles using: @+ IPvd  IPv6 @ [T wLan [~ mac [~ IPSec @
Subnet Mame I P &cddress (Range) Metmask Metweark Default Gateweay I Gateway Address Randamize [P
Default ! 192166.43.2-192.166 43254 i24 192166430 O | r
subnet_0000 2* 192 .168.20.10-192.168.20.20 f24 192168200 I 3 .’ 192168.20.1 -
S
Selected Range: subnet_0000 (1) Presyiaus | P [=re | Spply ‘I.’qdd Subnet Deleke Subnet
y XTI NI
4.4 Fhnz P il A
H Y I3 ” N S ST S
£ Clinet->Ports T %4 “Add Port” , 80 ) s ik 11 o
_f Clignt Server\i(:ontent Files\QNotesW Resulks
f Loads\Q .ﬂ.ctions\Q PrnFiIes\Q Network\i 5ubnets>'r Ports ™. Associakions
|| Port Gratuitous ARP “irtual Router COxs Test DHS
2+ 10.61.32.36:0,0 7 Disabled r r
Delete Port Add Multiple Ports
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4.5 WINEFumkEr.
1F Client->Associations L[] Fit#¢ “Add Asso...” , MKIKEFE 4.1-4.5 AT 5 .
R

_}r Client Server\< Cantent Files\i Notesm Results
,Jf Loads\Q F\ctions\(\ ProFiIes\Q Network\Q Subnets “C_Parts | Associations

Load Profile Type: 7 User Based % Global Global Profile Mame: IDeFauIt v|

Enakbler! | Action Profile Wizight (Percentao. I Subinet

7 2* Actions_1 3 + User 1 100 o0/ * 1061323600 5 * subnet_D000 (Pvs)

Genetate Flat subnets 1 + add Assao, Delete Asso,

4.6 FE Server>Transactions

7 Server>Transactions N “Transaction 17 , {#+FERIAECE EI AT,
Server “_Content Files ™ Nokes “(_run “(_Results
Transactions Authentications\i Netwnrk\i Subnets\i Purts\i Associations
Select & Transaction Profile to Edit: ITransaction_l vl k) | | H | = |

~Response Properties

Tirning IFixeu:I ;I Embedded String IEmpt'y' ;I
Lakency ID ms, Skring Position IBeginning d
Status Code |00 =] Bady Size |Fixed ]
Skatus Phrase IOK Size |512 bykes
Body Content Type I.ﬁ.scii j [ Fully Qualified Path I

~Response Headers

MIME Type Itext,l'html LI [~ Generate MDS Header Every IIDDD Responsels)
Lask Modified Header [ Use Content-Integrity Header Instead of Content-...
Type INnne LI Additional Headers
Expires Header ﬂ
Type INnne LI
-
K g
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4.7 MRS IREE.

7 Server>Profiles SNk “Server 17 =ik, E#¢ “Do not Close” <],
Trascation £ 4.6 432[ “Transaction_1” .

Server “_ Content Files “{_Nates “{_Run {_ Results

J Profiles i Transactions\< F\uthenticatinns\Q Network\< Subnets\i Pnrts\i Associations

Select a Server Profile to Edit IServer_l 'I D | | E' | %l |

~General

Descripkion I

Type HTTF -

—

Conneckion Properties

Port IBD Enable GRE
MSS I

ToS (Hex) I Ignore ARP Requests [

Close Timeout

[N

Connection Termination YWith IDCI niok Close

0000

=l

~Server Emulation

Transackion Prafile hd

: :

Server Type IMichsEFt-IISII'Eu.EI |

Mazx. RequesksiConn, |64

4.8 RS ¥G subnet.

Pratocol Level (" HTTP 1.0 ¥ HTTP 1.1

[~ Enable Chunked Transfer Coding

Min Churk Size |64 Bytes
Max Chunk Size |256 Bytes

7 Server>Subnets F¥s 444 “subnet_0000” IR B, JH5 & IR M 6.

Server “C_Content Files *(_Motes “{_Run {, Results

f PrnFiIes\Q Transactions\Q Authentications\‘f\ Network\f Subnets Ports\i Associations
Show Subnet Profiles using: & IPvd ( IPvG @ [ yan [ Mac [ IPSec &
Subnet Matne Metmask Metweark Default Gateveay Gatewvay Address
Detautt 124 19216610 [
2* =Ubnet_0000 i24 192168100 Ird 192.168.10.1
4
Selected Range: subnet_0000 (1) Presvious | [exk | anply. 1 + Add Subnet Delete Subnet
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4.9 B AR S b O
TE Server=>Ports &, Ay A S5 S s Ik g 11 o

Server " Contenk Files “, Motes “._Run “{_Results

f ProFiIes\Q Transactions\Q Authentications\Q Network\Q Subnets)'r Parts . Associations

Part Gratuitous ARP Yittual Router

[ 2* 1061 323700 v Disabled

1 * add Port Delete Port Add Multiple Ports

4.10 5Im RS o R Ek o
7E Server-> Associations TSN, FEMKIRIESE 4.6-4.9 DR T LIIN S . 1E IPv4
Address Range H', 5 “192.168.10.107 15 4 45 4 i Hu ik

{ client ) Server X Content Files {_ Motes “{_Run"{_Results

f ProFiIes\Q Transactions\ﬁ .ﬂuthentications\i Network\Q Subnets\‘f\ Ports | Associations
RowylD I Profile I Port I Subnet IPvd Address Range Mac Address Range IPv6 Address Range

1 | SEI’\-’Er? 10061.32 3500 =subnet_0000 (1Psw4) 19216581010
T 73 C S

411 Wi E
YEFE Trail-Run SRIGUERC S 2 15 IE6

% FE 2 Closed with reset 24 1 & IEH 1, KoyiEE—HA TIRFFFPIRE, U AELE
W W2 J5, 1 Avalanche 5547 5¢ ]
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Test Stages

Test Stages

VWO0Weo

Test Stopped

Transactions

WOOWwY

Test Stopped

TCP Connections

Attempted: 1
Successful 1
Unsuccessful O
Abarted: a

Time

Elapzed: 000215
Remaining: 00;00;00

Client Stats

Per zecond: 0
Open; u]

Closed with errar:
Clozed with res
Clozed no error:

HTTP Transactions

Per Zec: 0

Time

Server Stats

Elapsed: 00:02:16

Event Logs

4.12 BRE Load Tk B3R
1 Connection/s R 2CHEAT IR .

General

Connectionsfsacond i

Specification

Default Time Scale ISEn:u:unu:Is LI

Random Seed [ II:I

e BT HTTP A HTTPS MR LL A, #FN 4% H SimUsers 5%# SimUsers/sec.

ML RO, BATEE I DUT [Fr dt M REAE 1500-1600 [8], DAL 3RATTAE I
TCP S RIF RN, — i/ D FIXAN RSy, XA UL DUT BURSGE HRBr idt il 5 da
AT o ARMA P FRATTRFE £ 1000 JEFE R 1R BEFEA T

AT DUT 1¥) TCP Jf A 1 BEAE B0K-70K Z 18], PRIt RFRA 148 T 1000 34/ R0 1) s
JERENT SR, TR AR/ T0 A REIE R TOK [T A . NIt AT ik e 2t AT 70 #211)
Brte XABER ERENT DUT - T IIER AT, 2 A K R) i 45 A BT Session 46

220, AR .

STC-L47-300-0401-02-CN
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BEATUN R

BB 0, PhEibBr. Wi
LM ER BT B 244 Cisco
Span Tree thiXZ 51, 7
THHEZY B 30 PPl
/0

Bt 1, TeHpB:, wE
124 7 1000, k%4
PR ) NI R ).

BB 2, dEFFEL, B
AN T 70 B2 A )
i 1) A fi LA 1000 f3 5 55
B 70K Jfk, DI TRATT
H 100 b

BrBL3, BB fEi%

B BORE TS T o

~Phase Editar

Label

Pattern IFIat A I
Time Scale IDeFauIt A I
Repetitions Il—
Height p—
Ramp Tirne ID— s8C,
Steady Time IS— sec,
Petind I— SEC,

Duration 5 SEC,

IU__}I &dd | Remaove |

~Phase Editor

Phase Editar

Label W
Time Scale m
Repetitions Il—
Height fioon

Pattern

Period

Rarnp Tirme IS SEC,
Steady Time ID sec,
I SEL,

Druration 5 SBC,

amol oo

Label

IStair VI
Time Scale m
Repetitions ll—
Height o
Ramp Tirne ID— SEC,
Steady Time Ilm— SEC,
Petiod l— SEC,

Cruration 100 SEC,

Pattern

1”2_ add | Remave |

~Phase Editor

Label IRamp Diown
Pattern IFIat - I

Time Scale IDeFauIt - I
Repetitians |1
Height ID

Ramp Timne ID SEL,
Steady Time IZD seC,
I sec,

Duration 20 SEC,

Perind

1“3_ Add | Remove |

EFHZAT “Run”

| S E e P

& [?]

=

Run, IEEFIETT.

Trail-Run. B IETT.

STC-L47-300-0401-02-CN
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TR EE R Mg (A R EIFTR) , IXASIHE O I e, 3 n] AR S
F11% DUT ¥t K TCP I A& fiE1/NT 64000 245 o
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5 é“@ w@jﬂﬁ » E{J

5.1 #%H& Load.

TCP F KRR

HESE 408, BATCLHE T DUT FAEREUNT 64000, FRATEE AT MK,
€ DUT ab @ i) f K TCP - A% H -

i | Connection #0132 5 2C3EA T 903K,

—zeneral

Specification

_onneckions

Default Time Scale ISE:::::nu:Is

=l

Randarn Seed [ IEI

BrBL 0, PhriiB. 1A
LB BB BL: 2447 Cisco
Span Tree iS58,
THEAZ I By 30 PPl
Ao

PYBL L, TeHEBE, s
B IR 12 60000,
T RUEF it A AE 1000 2
A, &I IR ) B %P 60
Fhedi . BATIMALIESE 60
Fb, diXANUE A A

BrBr2, YEFFirBe —
1, ANgebT 60 MiEaE
A BL

BYBL 3, RSB, 1%
WY BRI o BT ERAT)
IR (R T I 1) 2 60
P, AR TATME KT 60
FE I (] ——70 b, 101X
ANUE A Co

Time Scale IDeFauIt - I
Repetiticns Il—
Height p—
Ramp Time ID— SEC,
Steady Time IS— SEC.
Period l— seC,

Duration 5 SBC,

IU__}I Add | Remove |

~Phase Editar Phase Editor ~Phase Editar
Label IDeIa\,f Label IRamp Up Label ISteady Stake
Pattern IFIat - I Pathern IFIat l Paktern IStair - I

-
Time Scale IDeFauIt hd l
Repetitions ll—
Haight [pooon
Ramp Time |60— SeC,
Skeady Time ID— seC,
I— SEC,

SEC,

Period

Duration

AT o s |_see |

Tirne Scale IDefauIt - I
Repetitions Il—
Height b
Ramp Time ID— SEC.
Steady Time IlSD— SEC,
Period I— SEL,

Diuration Sec,

[T b s |_sune |

Phase Editor

Label IRamp Do
Pattern IFIat v l

Tirne Scale m
Repetitians ll—
Height p
Ramp Tirme ID— SEC,
Steady Time I?D— SeC,
Period l— SEL,

D ation sec,

o - o

STC-L47-300-0401-02-CN
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5.2 &k Server>Profile
4 Server K HERE T B FIN.
SEWEVKCDntent Files\i Nntesm Results
[ Profiles ‘. Transactiu:uns\{ P.uthenticatinns\( Netwnrk\( Subnets\i F‘u:urts\( Associakions
Select a Server Profile to Edit: IServer_l - l Q | | El | % |

—General

Description I
Type [HTR |

—iConneckion Properties

Part IBD Enable GRE I Conneckion Termination
ToS (Hex) I Ignore ARF Requests [ Clase Timeout

M55 I

5.3 f&&k Server>Transactions

&4 “Transactions_1” 1) “Latency” 24, XS4 = EJECE] Client I 135 =K
Jo, FEIR xxx ms AR [EIGURT, A CXANEAE R Bo I RIMKT, JAIZEK A, B, CH
WNKAR: A<B<C. NIk, FATHCEXAHAE N 65000 B AT,

SEWEF\CDntent Files\Q Nutes\Q Run\Q Resulks

Transackions .ﬁ.uthenticatiuns\ﬁ Netwurk\Q Subnets\ﬁ PDrts\Q Associations

Select a Transackion Profile to Edit: ITransactiDn_l vI Q | | 'El | %l |

~Response F'ru:upertiei
Timing Embedded Skring IEmpt':.-' ;I
Latency Skring Position IBeginning ;I
Status Code Body Size IFixed ;I
Skatus Phrase Size |512 bytes
Body Content Type I.ﬁ.scii LI [ Fully Qualified Path I

STC-L47-300-0401-02-CN 14
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54 WRAKLER

AT E R PR RN, B34 Close no error il st (AR Cn 2R sl BIAR D51 2%
Wi reset SCH], —MRATLAIEARZ) o TS EEECHG BRI IS Ty, WS 2B 1) TCP Bk

Test Stages

LAY

Test Stopped

Transactions

Aftempted: 114953
Successful - 114952
Unsuccessiul 1
Abortec: u]
Time

Elapsed.  00:0313

Remaining: 00:00;00

Client Stats

Test Stages

VWOOWwe

Test Stopped

TCP Connections

Pet second: 1]
Open: 1]
Closed with error: 2
Clozed with reset: 0
Closed no errar: 114951

HTTP Transactions

Per Sec: O

Time

Server Stats

Elap=sed: 000316

Event Logs

N, HEURCE RO R, B R K.

Test Stages

QWOOWY

Steady

Transactions

Attempted: 139345
Successful 86917
Unsuccessful 37186
Aborted: ]
Time

Elapzed: 00:0256

Remaining: 00:00:15

Server Stats |

Test Stages

VWOOWO

Steady

TCP Connections

Per zecond: ]
Open: 15576
Closed with error; 11241
Closed with reset: 5191
Clozed no errar: 81701

HTTP Transactions

Per Sec: 0

Time

Elapsed: 00:02:56

Event Logs

N,

A B v
‘{ﬂi B

STC-L47-300-0401-02-CN
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6 % ILiE)
Q1. FIN Ml RST #R& 1L HIE#E

I AR, AL TCP (M@ APRE I fE, IV AZAEH] FIN 5 20%
ML .

Q2. A AR LR BRARE?

76 2 IR A, ik A DUT E ) Session /& O, WHRBAW T, W2
HORECETRAS, A2 A R AR I

Q3. MR I B K I HH R L /D> ?
MRAE RS A, PEREtA—HE . TR RIS SCHE.

Q4. “HEAHK” A “UEIIF” WX H?
LAY BRI EE R —8m T DUT 1M PR .

Q5. Pttt i ¥ B
Client S () &FAN Ll AT LAJF A 6 73 5 TN AT i) TCP IEHRE, DRI BE0& 1 IR W & %% ) i
(kAR AT 5 A 2K

Q6. Session e A WTAEH KA T5 15

A HEM AN AT ZAEMNRIS R, AE4¢ Session #RCRFFEHE AT Ay . XA o m]
LI H] Loop R sNREATIR A 7 ELE RN BRI A BE KT DUT i K Arnt; X
JHEFF BN TCP F R AAFAEAR T3 brdiahn o IXPNA T SAAEA ST HEVE R Z A
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